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MHPOPMaALMOHHOMN -
6e30omnacHocTU

HAOEXHDIE MAPOJIN
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HEOBXOOAUMO:

+ Co3paBaTb NepCoHasibHble (YHUKAIbHbIE)
naposiv K pasHbIM cepBucam

+ Vlcnonb3oBaTb CI0XHbIE Napon: MUHUMYM 10
CUMBO/10B, OAHOBPEMEHHO LUMpbl, CTPOYHbIE
N MPOMNUCHbIE CUMBO/Ibl, 3HAKWN MYHKTyaLun U1
Apyrve CMMBO/bI

+ [loBepsiTb TONbKO NPOBEPEHHbLIM
MeHeXXepam naponemu

BE3OMACHbDbINA WI-FI

HE PEKOMEHAYETCSA:

Mcnonb3oBaTb NOBTOPEHUS CUMBOJ/IOB
XpaHuTb nNaposin Ha ByMaXKHbIX HOCUTENAX

Mcnonb3oBaTtb B Ka4ecTBe NMapossa CBOM /IOrMH
(MM nonb3oBaTesns, yd4eTHas 3annchb, HUKHEM)

CoxpaHsaTb Napo/ib aBTOMAaTUYECKMU
B 6pay3epe

Ncnonb3oBaTb 6morpamnyeckyto
nHopmaumo B napone

02

+ OTtknounTb 06wmn goctyn kK csoen Wi-Fi
TO4Ke, faxe ec/n y Bac «06e3/IMMUTHbIN»
NHTepHeT

+ Aicnonb3oBaTbh HafEeXHbIN (CM. Bbille) Maposb
ons goctyna K Bawen Wi-Fi Touke

+ [leakTMBMpPOBaTb aBTOMaTU4YECKOE
NOAKMOYEHNE CBOMX YCTPOMNCTB K OTKPbITbIM
Wi-Fi Toukam

MPOBEPEHHbIE EPAY3EPbI 1 CAUTDI

+ Vcnonb3oBatb cneunanbHoe NporpaMMHoe
obecrneyeHune (aHTMBUPYC, pacluupeHne gns
Opay3epa), 4ToObl n36exaTb NoceLeHnd
COMHUTESbHbIX CANTOB

BBoanTb CBOM NOrMH 1 Naponb 4OCTyna K
YYETHOM 3anncu (CTpaHuLE) UM cucteme
6aHKOBCKOIr 0 00CTy>XMBaHUS Npwn
noaKNYeHNM K 6ecnnatHbiM (OTKPbITbIM)
Toukam Wi-Fi B kathe, TpaHcnopTe, TOProBbIX
LEeHTpax 1 T.4.
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X ﬂepeXOﬂ,MTb Mo HenpoBepPEHHbIM CCbhlI/1IKaM

X BBogutb nHopmauuio Ha canTax, ecnm

coeVHeHMe He 3amLLEeHo (HeT https n a )



npasun
MHPoOpMaLMOHHOMN
6e3onacHocTU

|GROUR|iB|

BE3OMACHOCTb 3/IEKTPOHHOM NMOYThlI

04

HEOBXOOAUMO: HE PEKOMEHAOYETCSH:

MoakntounTb ABYXEaKTOPHYO
ayTeHTUdmnKaumo

X Peal'l/lpOBaTb Ha NiCbMa OT HEN3BECTHOIO
oTnpaBuUTEeNIA: CKOpee BCero aTo cnam mnnun

. MOLLUEHHWKM
Mcrnonb3oBatb MUHMMYM 2 Tuna e-mail

a[lpeCoB: 3aKPbITbIl (TO/IBKO A9 NPUBSA3KU
YCTPOWCTB U CPEACTB UX 3aLUNTbI) U
OTKPbITbIV (415 Nepennucku, NoANnUCoOK v T.4.)

X OTKpbIBaTb NOOO3PUTENBHOE B/IOXEHME
K MUCbMY: CHa4asia No3BOHUTE OTNPABUTESIIO
M y3HanTe, 4TO 3TO 3a hann

Ncnonb3oBatb CMNAM-cunbTpbl

NCMNOJTb3OBAHUE MPUJTOXXEHUIN, COLLCETEN U MECCEHO)XEPOB K@

YcTaHaBvBaTb NPUIOXEHUS TO/IbKO
n3 PlayMarket, AppStore nan ns
NPOBEPEHHbIX NCTOYHUKOB

X Pa3MellaTtb NepcoHanbHy U KOHTaAKTHYO
MHOpMaLuIo 0 cebe B OTKPbITOM AOCTyne

X Mcnonb3oBaTtb yKalaHWe reonokaumm
O6paLate BHUMaHWNE, K KakuM (PyHKLNSM Ha pOTO B NoCTax

ragXkeTa npuioXeHue 3anpalumnsaeT gOCTyn
X OTtBeyaTb Ha 0OUAHbIE BbIPaXXeHUS

O6MeHMBaTbCA COOBOLWEHNAMU B COLICETAX U
MecceHaXepax, TO/IbKO MOSTHOCTbIO
YOOCTOBEPUBLLNCH B IMYHOCTH

M arpeccuio B coLceTax — yylle HanuimTe
06 3TOM aAMMHUCTPATOPY pecypca

cobecefjHMKa, He pearmpy4a Ha X ¥YnoTpebnatb HEHOPMATUBHYHO JIEKCUKY
COMHUTE/bHbIE NPOCLOLI N NPeaIoXeHNA npwn obueHnn
X YcraHaBnuBaTb NPUIOXEHUSA C HUSKUM

3ALLUUTA OAHHbIX BAHKOBCKOU KAPTOYKU

PENTUHIOM U oTpuuaTtesibHbIMM OT3biIBaMU

06

+ XpaHuTb B TaliHe MUH-KOL KapThbl X XpaHuTb NMUH-KOA BMECTe C KapTO4Kom /
Ha KapTouke
[MNpuKpbIBaTb NagoOHbIO KNaBuaTypy npu
BBOAE NUH-KOAA X Coobuwatb CVV-Koa nnmn oTnpaBniaTth

OdhopMUTb OTAENBHYIO KapTy Ansd
OHMNAWH-NOKYMNOK U HE fepXaTb Ha Heu
6onbLUne CyMMmbl

Ncnonb3oBaTtb ycnyry «3-D Secure»
N IMMUTbI HA MaKCMMasIbHblE CYyMMb
OHNanH-onepaunmn

CkpbITb CVV-Koa Ha KapTe (TpeX3HauYHbIN
HOMep Ha 06pPaTHOM CTOPOHE),
npeanBapuUTe/IbHO COXPaHUB €ro

ero ¢orto

X PacnpocTpaHaTb CBOM MacnoOpTHbIE AaHHble

(MHbopMaLMIO IMYHOIO XapaKTepa, HoMep
MOOUNBHOIO TeniehOoHa), «TOrMH» U «Napoiby»
AOCTyna K cucteme «MHTepHeT-6aHKUHI»

X Coob6waTb gaHHble, NO/ly4YeHHble B BUae

SMS-coobLeHnin, ceaHCoBbIE NAPONN, KOA
aBTopusauuun, naponb 3-D Secure nt.4.



